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How Ukraine’s Telecom Infrastructure

Became Critical for its Defense
By: Cathal Mc Daid

The 2022 Russian invasion of Ukraine has been ground-
breaking in many ways when it comes to technology. One
of the least acknowledged, but potentially most important
development, has been the wartime use of mobile telecom
networks. Overlooked before the war, when most analysts
(mistakenly) predicted that their version of “cyberwarfare”
would play a large part in the conflict, military and civilian
use of mobile telecom networks has had a massive impact
on the course of the conflict.

Ukraine’s efforts to keep its communications infrastructure operational has paid dividends
in three different areas:

One: Ukrainian morale and international response. Functioning Ukrainian mobile networks
allowed reports and images of early military successes - such as repelled Russian forces
and burnt-out Russian tanks in the early days of the invasion - to be shown to the Ukrainian
public. A dramatic example of this was President Zelensky making and sending an
inspirational video message to all of Ukraine with his phone in Kyiv the morning after the
invasion, something that would not have been possible without functioning Ukrainian mobile
networks. While boosting morale and galvanizing internal will to resist, the Western public
and decision-makers worldwide also became witness to Ukraine’s valiant struggle,
accelerating material support from these countries.

Two: Impact on Russian invasion forces. Ukraine’s telecom networks were able to restrict the
use of its mobile networks by Russian phones. When Russian forces ran into communication
difficulties with military radio systems, many opted to communicate over Ukrainian mobile
networks using confiscated Ukrainian phones. As a result, they were exposed to location
tracking, communications interception, and other forms of surveillance, reportedly leading to
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the deaths of several high-ranking Russian commanders.

Three: Intelligence gathering. Communication over mobile networks enabled crowdsourcing
to become a novel and effective means of intelligence gathering. Civilians were able to
report enemy- related observations, such as troop movements, drone attacks, and battle
damage. Reporting methods ranged from simple text messages via messenger apps to rich-
content Telegram channels to dedicated mobile apps that determine the direction of drone
and cruise missile sound, thereby facilitating physical interception.
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These successes did not come by chance. At the beginning of the war, some analysts were
perplexed that Russia permitted mobile networks to continue operating given their potential
value to Ukraine’s overall defense effort. These analysts tended to completely ignore the fact
that Ukraine could act with agency in defending its infrastructure, and devise and execute
strategies to keep these mobile networks operational. Ukraine’s largest mobile operator,
Kyivstar has since disclosed how it began preparing months in advance to remain operational
in the event of hostilities. Those preparations included:

Construction of additional network control centers

Construction of “bunker” base stations in critical buildings

Relocation of critical equipment away from exposed/vulnerable areas
Increasing interconnection with the rest of the world

Performing in-depth security analysis of possible vulnerabilities

The importance of proactive, pre-war preparation cannot be underestimated. For example, less
than 24 hours after the war began all three Ukrainian mobile operators - Vodafone Ukraine,
lifecell, and Kyivstar - blocked mobile numbers from Russia and Belarus registering on their
networks. As stated above, the impact on the invading force was significant. Unable to use their
own phones as a backup to their problematic military radio system, Russian soldiers resorted to
confiscating and using Ukrainian phones/SIMs, which made them vulherable to location tracking
and interception.

The move was unprecedented. No country in the world has ever disabled an existing roaming
relationship to not one but two of its neighbors and (in Ukraine’s case) some of its largest
markets. The fact that it occurred so soon after the invasion with all 3 Ukrainian mobile
operators acting in coordination indicates the action was planned beforehand as part of a set of
options that the Ukrainian government could ask the Ukrainian mobile community to
implement.

© Pipeline Publishing, L.L.C. All Rights Reserved.



Blocking inbound roaming also gave Ukrainian mobile operators the ability to reduce the attack
surface over the signaling interconnect channel - an area that Russia exploited in Ukraine in
2014. This was only one of a set of actions that the Ukrainian mobile community took to remain
functional and support the defense effort. Other actions included allocating additional
frequency bands to the mobile operators for greater connectivity, stopping the disconnection of
Ukrainian accounts in case of no credit, and blocking some outbound phone calls from Ukraine
to Russia/Belarus, while intercepting and recording others.

There is one other action the Ukrainian telecom community took after the war began, one
which has had a massive impact on the course of the war, and which has never been done to
the same extent anywhere in the world. On the 7t of March 2022, the 3 main Ukrainian mobile
operators implemented emergency roaming between each other in parts of the south and east
before extending it to other regions. This allowed a mobile phone from one network to use a
different Ukrainian network if required. This move massively increased the resilience and
usability of the mobile networks throughout Ukraine, especially in the conflict zones, and was
used to ensure communications to places like Mariupol and the Zaporizhzhia nuclear power
plant while they were under attack.

Again, while the use of emergency roaming had been discussed in other countries and had been
implemented at a small scale in places like the Netherlands and the US, no country had ever
implemented it to the scale and with the success as Ukraine. Technology was less an issue with
implementing emergency roaming for the mobile operators than logistics, especially when it
comes to payment and planning. Billing of different mobile operators within a country does not
normally happen, and there were no estimates on the network load that each operator might
have to deal with if people could change the operator they could use.

We are continuing to learn lessons as the war goes on. One of the more recent learnings is the
importance of energy to keep things running. In winter 2022 large-scale Russian drone and
missile attacks on Ukraine’s energy infrastructure had a knock-out effect on mobile networks.
During the worst period, from roughly November to December 2022, about 40% of the Ukrainian
power grid was affected, making the mobile networks vulnerable. This caused the Ukrainian
mobile operators to consider both introducing generators for additional power as well as a
crowd-sharing appeal to connect to other generators which eventually led to energy being
supplied to 600+ base stations.

Over time, with increased air defenses, a reduction in drone attacks, and improved energy
security, the Ukrainian mobile networks were able to handle the outages relatively successfully.
However, it is anticipated that energy networks may well be targeted again over winter 2023,
and this will put the improvements in energy supplies to Ukrainian mobile networks to the test.
Another learning has been the use of satellite networks. While the use of Starlink by frontline
military units has been well published, satellite communications for backhaul use from cell
towers have also been used via Starlink. There has been testing of satellite to mobile
communications as well.

The resilient operation of Ukraine’s telecom networks has had a profound effect on the course
of the war, and new cases and uses of mobile networks will continue to emerge. The many
hard-won lessons learned from the experiences and actions of the Ukrainian telecom community
should be studied and understood by anyone involved in preparing for national emergencies or
security events. One actor who has rapidly learned the value of mobile networks in warfare is
Russia itself.

Since the 2022 invasion, Russia has reacted to the importance of mobile networks by expanding
and deploying four new unlicensed mobile operators in occupied parts of southern and eastern
Ukraine. They have also copied Ukrainian innovations by introducing emergency roaming
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between these unlicensed operators. The fact that Russia has rapidly deployed not one but
multiple mobile networks in the middle of a warzone, and often in advance of restoring or
developing other civilian-used infrastructures in occupied Ukraine, indicates Russia considers
mobile communications a strategic priority.

There is little doubt that mobile communications networks will play an even more critical role
in future armed conflicts. Recognizing the critical importance of a functioning and resilient
telecom system at a time of national crisis and fully preparing for contingencies may literally
mean the difference between life and death for many.
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